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ABSTRACT 

The phrase "cloud computing" refers to a new technology that allows users to store data remotely. Data privacy, data sharing, 

and keyword searching in encrypted data are the main problems with cloud computing that cloud users face. Effective data 

exchange and privacy protection are lacking in the current cloud platform solutions. Additionally, it is necessary to increase 

the effectiveness of different techniques with the present technical audits. However, it results in issues with traceability and 

freshness of data while maintaining privacy. Privacy-Preserving Data Mining (PPDM) is a new field with privacy concerns 

and a lot of fresh work being done. The Cloud is the most cutting-edge technology available in the digital world for storing 

enormous amounts of Internet data. One of the real-time outsourcing strategies for storing Internet data on the cloud is cloud 

computing. The cloud is where a vast amount of Internet data can be gathered. Data access is possible anywhere, at any time, 

and with minimal effort and unreal resources (e.g., different apps, software systems, hardware systems, and progressive 

operating environments). The operational settings and applications are modified and redesigned based on the type of data, 

allowing for the optimal use of the environment and verifying a variable burden. While reliability depends on the service 

provided by the flexible service level approach, implementation is dependent on the surrounding environment and other 

pertinent competencies. 
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1. INTRODUCTION 

The information is taken from external sources, such the internet, and is offered by a variety of apps and information 

technologies [1]. The aforementioned characteristics will swiftly transition from a traditional firm that privately sets up the 

Cloud to a virtual operation [2]. The most important aspect of cloud computing is the virtual project, which is determined 

mostly by the cloud facilities. After examining the feasibility of outsourcing business processes, Cloud Computing assigns 

all of the company's responsibilities to an unbiased supplier and links its supporting management [5]. Cloud computing is 

used as a defense tactic to show how interested different corporate intermediaries like Amazon, Google, and Microsoft are 

in current computer services. Infrastructure is the main component of the cloud [7]. It indicates that the computer model is 

becoming more widely used. Businesses and individuals can access a variety of applications on the planet based on their 

interests thanks to this [3]. The fundamental arrangement of this model to provide appropriate management for computing, 

storage, and programming, there are innumerable definitions, and a typical situation develops where the most notable ones 

are listed below, the cloud, as well as: (i) accounted for every use (not including dispersed expenses or additional 

enhancement duties). (ii) flexible restriction that is likewise restricted to vast resources (iv) the organization setup cannot 

support extremely sophisticated calculation and retention; (iii) the individual-management interface; (iv) the majority of 

computing resources are not continuous or virtualized; and (iv) cloud computing generally offers a necessary capability for 

all high run programming services. Additionally, work together with different APIs (Application Programming Interfaces) 

and modern gadgets, and allow the communicator to consistently contact uplift for the advantages in a variety of applications 

[9]. The ultimate goal is to provide all of the client data technology organization's fundamental cloud services [14]. One of 

the best boundary infrastructures is the cloud computing boundary. It consistently recognizes the most pertinent information 

available online [11]. The significant effort to define the type of cloud computing and provide computing organization 

structure to choose as clouds creates an exceptional arrangement of uncertainty when structuring the cloud infrastructure 

when choosing the cloud for different applications [15]. 
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2. PROPOSED METHODOLOGY 

Visual cryptography uses less math to deal with encryption and decoding. To prevent misuse of medical data, appropriate 

authentication should be performed for the storage of medical images. The transparency of the medical imaging should be 

too high to identify the true source of the illness. As a result, Visual Cryptography (VC) is important for data mining that 

protects privacy. VC data sharing has emerged as a crucial method for safe data sharing.[6]. 

The improvement of data security and auditing for high service quality is the main goal of this research project. New methods 

have been proposed and put into practice to get around the drawbacks of the current strategies [12]. Based on a number of 

evaluation criteria, the results of the suggested schemes have been compared to the existing approaches [6]. A wide range of 

services are provided by the emerging field of cloud computing. With the use of a personal health record (PHR), patients can 

centrally store, exchange, and retrieve their personal health information at any time and from any location. The fact that the 

cloud must manage and safeguard the data from unauthorized individuals is one of the main problems with the current system. 

Thus, security is a major concern here. The PHR stored in the cloud will be secured by numerous research projects, but this 

is insufficient [13]. Therefore, a new approach that uses enhanced CP-ABE and the data owner's specification of access 

control policies is required for the safe exchange of medical records. Additionally, the research effort allows multi-keyword 

search over the encrypted data in a secure manner using the Natural Language Processing (NLP) method without 

downloading and decrypting all files, protecting the cloud-based data that is outsourced [8]. ABE is a productive way to 

share sensitive data in the cloud and encrypt it securely. ABE can be effectively applied to PHR encryption and operates on 

the basis of bilinear maps, a tool for pairing-based cryptography. In CP-ABE, an attribute set containing a cipher text that 

defines the access policy is linked to a user's private key. The patient, the healthcare provider, the trust authority, and the 

data user are the four key components of our design. The owner of the PHR data is a patient. He or she should be capable of 

gathering, organizing, and disseminating PHR data to other data users. A hospital or medical practitioner that oversees a 

patient's Electronic Health Records (EHR) is known as a health care provider. An institution often tasked with overseeing 

the transmission of healthcare information throughout the healthcare system is known as a trust authority (TA). A person 

who has access to a patient's PHR file is known as a data user. It could be the patient's friend, family, health insurance 

provider, etc [16]. 

 

Figure 1: Schematic Diagram of proposed framework 

An essential requirement is searching the encrypted data using single/multi keywords and providing the relevant result to the 

users in the cloud. (Keyword search) [10]. 

3. EXPERIMENTAL RESULTS 

The experimental findings and their implications are examined in this section. By incorporating cutting-edge cryptographic 

techniques like attribute-based encryption (ABE) into the PHR system, we address the security and privacy issues with cloud-

based PHR systems. Through the use of suitable cryptographic methods, patients can safeguard their priceless medical 
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records from a cloud server that is only partially reliable. Consequently, the cloud's encrypted search is carried out as seen 

below.The ABE key generation time is displayed in fig. in ABE Performance Measurements.  

 

Figure 2: Precision analysis of cyber security approach 

The KP-ABE encryption time is found to be three times higher speed than CP-ABE. 

 

Figure 3: ABE encryption time  

For decryption, the decryption time of KP-ABE is two times higher than the decryption time of CP-ABE. 
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Figure 4: ABE decryption time 

The use of electronic personal health records (PHR) has significantly risen as a result of technological improvements. 

Treatment strategies that have been tried and tested can be recorded and utilized again by exchanging medical data. By 

sharing findings, clinicians can update and refer patients to improvements in current medical techniques, raising awareness. 

Users can store and process their data in third-party data centers using a variety of features offered by cloud computing and 

storage providers. 

 

Figure 5: Encrypted file size comparisons 

To facilitate precise and effective search across encrypted cloud data, multi-keyword ranked search is suggested. The search 

methods deliver results that are ranked based on relevance and permit multi-keyword queries. Instead of using ranked search 

to retrieve undifferentiated material, effective data retrieval is being carried out. Ranked search facilitates speedy data 

retrieval from large, cloud-stored documents. 
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Figure 6: Execution time comparisons 

The suggested algorithm has effectively produced a secure cloud distribution of medical records utilizing CP-ABE, with the 

data owner defining the access control restrictions. Additionally, utilizing the bloom filter to search encrypted data has 

reduced the size of the search key token and the search time. For protecting data in an unprotected cloud, the work will be 

highly helpful. 

4. CONCLUSIONS 

The primary goal of the project is to use ABE in conjunction with central authority (CA) to set access control measures in 

order to enable safe cloud-based medical data exchange. Additionally, to cut down on search time while using Bloom Filter 

to look for encrypted files. In this study, key policy attribute-based encryption (KP-ABE), which is about 1.5 times faster to 

execute than its predecessor, cipher text policy attribute-based encryption (CP-ABE), is used to safeguard the sharing of 

personal health records. Because of its low-key management overhead, KP-ABE is considerably superior to CP-ABE for 

straightforward or large-scale encryption and decryption. Secure searching is done using bloom filter, which is used to reduce 

the search time. From the performance analysis, we can easily say that the Bloom filter reduces search time by at least by 

20% when compared to other methods. As future work, this project should be extended to search the keywords in encrypted 

PHR in a fast manner using attribute- based keyword search (ABKS). 
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