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ABSTRACT

Implementing the e-healthcare paradigm has gained popularity recently throughout different research communities on a
global scale. Through the use of contemporary information and communication technology, the e-healthcare solution sends
the pertinent patient data to a distant healthcare facility and the relevant medical specialists. Sensitive data access and
transmission methods over unprotected channels, however, are dangerous and provide serious security risks. Protecting
patient medical information security from unauthorized access or users is crucial, according to standard agencies.
Furthermore, studies have shown that identity theft pertaining to medical conditions is a growing and serious crime.
Watermarking, steganography, and cryptography are the three methods used to safeguard medical data. Watermarking is the
most widely used and promising of these strategies. Hence, medical image data and their dimensionalities are rapidly
expanding. Because of these expansions in medical data, manually managing the file system is becoming increasingly
challenging. Therefore, the management of medical data has become a major concern for healthcare practitioners. In the
medical field, cloud computing is commonly utilised for storing, computing, and exchanging patient medical records. The
hospital merely needs to collect patient information from files and upload the data to the cloud for storage via cloud
computing.
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1. INTRODUCTION

Telemedicine services are being used extensively in the current situation and are being accepted worldwide [1]. To properly
sustain itself and meet the demands of those involved in the health sector, the constantly expanding health industry needs the
newest technology developments [11]. According to a survey on identity theft, it is a major crime and a major contributor to
fraud worldwide [3]. Furthermore, maintaining the security of patient and health data is a major challenge when
implementing telecare [14]. These applications need the authentic and tamper-resistant dispensing of health information,
which is ensured by adding a visible or invisible piece of data (watermark) that is secure and resistant to all types of attacks
[2]. Researchers frequently focus on the ability of watermarking systems to resist attacks while maintaining security [15]. In
order to address the issues surrounding the management of health data, researchers are increasingly combining digital
watermarking with encryption-decryption systems [5]. The watermarking techniques are divided into domain-specific
categories, such as transform and spatial approach [8]. The superiority of transform domain approaches over spatial methods
has been demonstrated by analytical research [10]. Several prerequisites, including imperceptibility, robustness, capacity,
and security, are essential for every watermarking technique, according to the literature review that was published [6].
However, it is a demanding topic for researchers and difficult to maintain these requirements (at the same time) [12].
Although several researchers have employed strong watermarking approaches, they are sacrificing other equally crucial
needs in the process. Some are computationally complex yet extremely secure [4]. Therefore, this research project intends to
suggest some solutions for medical information by using secure watermarking techniques, driven by such intriguing
difficulties in the field of e-healthcare. Thus, the following are the main goals of the current work:

e Toevaluate the effectiveness of several cutting-edge medical image watermarking techniques in order to determine
which is the most promising.

e To improve performance in terms of important factors against attacks by developing the watermarking technique
or techniques for medical data security.

e To simultaneously address the issues of computational complexity, security, imperceptibility, and robustness of
confidential medical information.
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e Toassess how well the suggested technique or techniques perform against known signal processing assaults using
a standard measure.

2. PROPOSED METHODOLOGY

The first approach suggests a transparent, safe, and reliable watermarking for medical photographs. This is accomplished by
proposing a transform domain-based watermarking for e-healthcare. The proposed method subtly embeds the patient report
or identification in the host image using DWT, DCT, and SVD [6]. The proposed work's goal is to offer affordable, reliable,
and secure watermarking. The concept is the same as our earlier method (the dual watermarking approach in the NSCT
domain); however, this cryptographic mechanism employs substitution-permutation networks and Fiestel networks to offer
low-cost security. A thorough evaluation of the strategy demonstrated that it is secure [7], reliable, distortion-free, and
computationally simple, outperforming the other strategies now in use. Furthermore, another contribution develops an
enhanced DWT-SVD based method for medical applications. Our study aims to solve problems related to health data
management. The technology combines chaotic encryption and hamming error correcting coding to provide security and
robustness, respectively. We have subtly included less robust data in the cover image's low DWT level and more robust data
at the high DWT level in accordance with health data management standards. Our method outperforms current methods for
a variety of attacks, according to the performance comparisons. The suggested method is then evaluated using the rotation-
13 encryption algorithm rather than chaotic encryption. Compared to other approaches, we found that this one performed
better [13].
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Figure 1: Schematic Diagram of proposed framework

3. EXPERIMENTAL RESULTS

For the purpose of embedding dual watermarks in the NSCTRDWT and SVD domains, a reliable and secure medical image
watermarking system is created. In this research, we have developed some improved secure and robust medical image
watermarking technique in wavelet domain. Our examination and results confirm that the technique is appropriate data
security for medical application.
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Figure 2: UACI values
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The technique's confidentiality is increased by using a low-cost encryption algorithm on the watermarked image.
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Figure 3: NPCR values

Our technique has been extensively tested on a selected gain value, six medical and four non-medical images, and a variety
of common image processing assaults

Bram MRI
Breast MRI
MRI transversal
PET-CT
Hand X-ray
Chest CT
Ultrasound
SPECT
PET-scan

BNPCR

Kidney stones

T T T

09930 09935 09940 009945 09950 09955 009960 0995 0.9970
- T T — — —

Figure 4: NCI values

Additionally, we have compared our Caesar cipher and chaotic encryption techniques with those suggested in [16],
respectively.
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Figure 5: NC2 values

This method is applied over the EPR watermark and involves substituting the thirteenth letter of each related alphabet for
each of the text watermark's letters. The entire process took less time because it was put over the text watermark.
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Figure 6: NC3 values

When compared to the previous methods, the new technique offers superior resilience. Our analysis and findings verify that
the method is suitable for protecting data in medical applications.

4. CONCLUSIONS

An attacker looks for connections between the appropriate encrypted image and the plain text image. In order to prevent the
attacker from accessing any information, encryption algorithms attempt to create a significant difference between the plain
text image and the corresponding encrypted image. An effective method for embedding watermarks in the DWT-DCT and
SVD domains for medical images was provided in this chapter. Medical data is protected using an encryption method based
on chaos. The objective and subjective results demonstrated that the scheme is resilient to various attacks and that it improved
the NC value compared to previous methods. However, the result is dependent on the watermark size, noise level, and gain
factor value. The developed technique attempts to offer a possible solution to address security issue of EPR data.
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