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ABSTRACT

With the increasing number of 10T devices in smart city infrastructures, there is a growing need for advanced security
measures to protect against new cyber threats. This research article presents the Federated Adaptive Clustering (FedAC)
algorithm, a novel method designed to improve loT-based smart city security through federated learning and privacy
preservation. FedAC uses an adaptive clustering technique to group edge devices based on data similarity and computational
power, optimizing local training and minimizing communication overhead. The technique guarantees robust data privacy by
integrating differential privacy and safe multi-party computation within each cluster. The dynamic re-clustering feature
adapts to changing data distributions and device availability, maintaining high model performance and efficiency.
Experimental results show that FedAC achieves a 92.5% accuracy on real-world 10T datasets, while reducing communication
overhead by 35% compared to traditional federated learning algorithms. Privacy loss is kept minimal with a privacy budget
(epsilon) of 1.0, and computational efficiency is improved by 25% in convergence time. These findings highlight the potential
of FedAC in strengthening smart city security, offering a scalable and resilient federated learning framework suited for the
complexities of 10T environments.
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1. INTRODUCTION

The advent of the Internet of Things (10T) has revolutionized urban environments, leading to the development of smart cities
characterized by interconnected devices that enhance the efficiency and quality of urban services. These 10T devices, ranging
from traffic sensors to smart meters, generate massive amounts of data, driving innovations in areas such as transportation.
However, widespread deployment of 10T devices also introduces significant cybersecurity challenges. The decentralized
nature of 10T networks, coupled with the diversity and scale of connected devices, makes them vulnerable to a wide array of
cyber-attacks. Traditional centralized security solutions are often inadequate in addressing these challenges, necessitating
the development of advanced, decentralized approaches. Securing 10T infrastructures in smart cities is paramount for
ensuring the reliability and integrity of urban services. Cyber-attacks on IoT networks can disrupt critical services,
compromise sensitive data, and pose significant threats to public safety. For instance, a coordinated attack on traffic
management systems could lead to widespread congestion and accidents, while breaches in smart grids could result in
significant power outages. Therefore, robust loT security measures are essential to protect smart city ecosystems from
potential threats and to maintain public trust in smart city technologies. Efficient security solutions should not only identify
and minimize risks but also safeguard the confidentiality of the data produced by 10T devices, guaranteeing adherence to
data protection rules.

Federated learning (FL) is a potential approach to improve 0T security. It allows decentralized model training on various
edge devices without the need to upload raw data to a central server. This strategy utilizes the computing capabilities of edge
devices, enabling them to collectively acquire knowledge of a common model while maintaining the privacy of their data by
retaining it locally. However, federated learning faces challenges related to data heterogeneity, communication overhead,
and privacy preservation.
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To address these challenges, various privacy-preserving techniques such as differential privacy, secure multi-party
computation, and homomorphic encryption are integrated with federated learning frameworks. These techniques ensure that
the privacy of individual data contributions is maintained during the learning process, even in the presence of adversarial
attacks. The combination of federated learning and privacy-preserving mechanisms offers a scalable and secure solution for
loT-based smart city environments.

This research article introduces the Federated Adaptive Clustering (FedAC) algorithm, a novel approach designed to enhance
loT-based smart city security through federated learning and privacy preservation. This research article creates a resilient
and efficient federated learning framework and FedAC employs an adaptive clustering mechanism to group edge devices
based on data similarity and computational capabilities, optimizing local training, and reducing communication overhead.
By integrating differential privacy and secure multi-party computation within each cluster, FedAC enhances data privacy
without compromising model performance. The dynamic re-clustering strategy and hierarchical model update approach are
designed to adapt to evolving data distributions and device availability, maintaining high performance and efficiency.

2. RELATED WORK

The research on enhancing loT-based smart city security through federated learning and privacy preservation is a rapidly
evolving field. The convergence of loT, smart cities, federated learning, and privacy preservation has generated significant
interest in both academia and industry. Here, we review related work across these domains, highlighting key contributions
and existing gaps that our proposed FedAC algorithm aims to address. This is particularly beneficial for 1oT-based smart
cities, where data is generated from numerous distributed devices. Federated Averaging (FedAvg) introduced the FedAvg
algorithm, which averages model updates from multiple clients [1]. This approach has been widely adopted in loT
applications due to its simplicity and effectiveness. However, FedAvg does not address the issue of data heterogeneity and
the varying computational capabilities of 10T devices. FedProx, an extension of FedAvg includes a proximal term in the local
objective function to handle system heterogeneity. FedProx shows improved performance in federated settings with
heterogeneous data distributions, but it does not inherently include privacy preservation mechanisms. FedMA performs layer-
wise matching of neurons before averaging model updates. This method improves the alignment of local models but
introduces additional computational complexity, which can be challenging for resource-constrained IoT devices [2].

FedSGD sends gradient updates instead of model weights, potentially reducing communication overhead. While effective in
certain scenarios, FedSGD's communication cost can still be prohibitive for large-scale 10T deployments. q-FedAvg address
fairness in federated learning by incorporating a fairness term in the aggregation process. This approach ensures that updates
from less capable devices are not overshadowed, promoting a more equitable learning process. However, SMPC also
introduces substantial communication and computational overhead.

Smart cities use 10T devices to enhance urban management and provide better services to residents. Federated learning plays
a crucial role in these applications by preserving data privacy while optimizing various services. For example, federated
learning has been utilized to optimize traffic signal control systems by aggregating data from distributed sensors, thereby
improving traffic flow while maintaining data privacy. In environmental monitoring, federated learning aggregates data from
sensors to predict pollution levels, ensuring that sensitive location data remains private [3]. Additionally, federated learning
has been applied to public safety, where it aggregates data from surveillance cameras and other sensors to detect anomalies
and predict crime hotspots, mitigating privacy concerns associated with centralized data storage.

Despite these advancements, several challenges persist in deploying federated learning for loT-based smart city security.
Scalability issues arise when applying federated learning algorithms to large-scale 10T networks with millions of devices.
Finally, balancing privacy preservation with model accuracy remains critical, as techniques like differential privacy can
degrade performance. The architecture of the FedAC Algorithm includes 10T devices, edge servers, and a central server.
These components interact to ensure efficient federated learning while preserving data privacy [4]. Adaptive Clustering
Mechanism dynamically groups IoT devices based on data similarity, geographical location, and network latency.
Minimize Y (Dist(xi, Ci)), fori=1ton

Where Dist(x;, Cj) is the distance between data point x_i and cluster center C;.

Local models from loT devices are aggregated at the cluster level.

Cluster modet = (1/N) * X (Local Model;), fori=1to N

Where N is the number of devices in the cluster, and Local Model; represents the model from the i-th device.

Secure multi-party computation allows computations on encrypted data without exposing the data itself. The dynamic re-
clustering strategy allows for the reorganization of clusters in response to real-time changes in data and network conditions.
The strategy uses the following approach:

New Cluster = argmin_C X (Dist(x_i, C)), fori=1ton
Hierarchical Model Update Approach updates occur at both the cluster and global levels, with the global model being updated

Journal of Neonatal Surgery | Year: 2025 | Volume: 14 | Issue 5
pg. 119



Jaganraja V, R. Srinivasan

based on the aggregated cluster models. The update rule is:
Global Model = Global Model + 1 * X (Cluster Model;), fori=1ton

Where 1 is the learning rate, and Cluster Model i represents the aggregated model from each cluster. This hierarchical
approach enhances model accuracy and convergence.

This algorithm structure can be implemented and iteratively refined to optimize performance in loT-based smart city
environments [5]. Each step ensures data security and privacy while maintaining efficient and effective learning across the
network.

The comparison table highlights the unique strengths of the proposed FedAC Algorithm compared to traditional federated
learning methods like FedAvg, FedProx, and FedMA and is shown in Table2.1. It enhances communication efficiency
through adaptive clustering, which aggregates models within clusters, reducing the communication load. The algorithm's
handling of heterogeneous data is superior, leveraging adaptive clustering to manage diverse data sources effectively. FedAC
achieves faster convergence rates and improved scalability, thanks to its hierarchical model update approach and dynamic
re-clustering strategy, making it suitable for large-scale, evolving environments like smart cities [6]. These features
collectively lead to very high model accuracy, setting FedAC apart as a highly efficient and secure solution for loT-based
smart city applications.

Algorithm Privacy Communication Data Distribution = Convergence Scalability
Preservation Efficiency Handling Rate

FedAvg Basic Moderate Homogeneous Moderate Limited

FedProx Improved Moderate Heterogeneous Slow Moderate

FedMA Advanced High Heterogeneous Fast High

FedAC Advanced with High with Adaptive = Heterogeneous Fast with | High  with

(Proposed) Differential Clustering with  Adaptive Hierarchical Dynamic
Privacy Clustering Update Re-

Clustering

Table2.1 Proposed Algorithms Vs Other Algorithms

The proposed FedAC (Federated Aggregation with Confidentiality) algorithm aims to address these challenges by: 1.
Incorporating efficient aggregation methods to handle large-scale 10T networks. 2. Implementing lightweight privacy-
preserving techniques tailored for resource-constrained 10T devices. 3. Enhancing model accuracy and robustness in the
presence of heterogeneous data distributions. 4. Optimizing the privacy-utility trade-off to ensure high model performance
without compromising data confidentiality. By addressing these gaps, the FedAC algorithm aims to significantly enhance
the security and effectiveness of 10T-based smart city applications, paving the way for more secure and intelligent urban
environments [6].

3. PROPOSED ALGORITHM

The proposed FedAC (Federated Aggregation with Confidentiality) algorithm is designed to address key challenges in
federated learning. By integrating innovative mechanisms such as adaptive clustering and hierarchical model updates, FedAC
aims to enhance the efficiency, accuracy, and privacy of distributed machine learning models.

The 'Accuracy vs. Epochs' line plot reveals FedAC's superior performance compared to other federated learning algorithms
like FedAvg, FedProx, and FedMA over 10 training epochs. This consistent outperformance is attributed to FedAC's ability
to adaptively cluster data, which ensures more effective learning from diverse and distributed data sources. The significant
improvement in accuracy over time highlights the robustness of FedAC's learning process. Communication overhead, a
critical factor in federated learning, is effectively minimized by FedAC, as illustrated in the '‘Communication Overhead' bar
chart.

This reduction in data transmission between devices and the central server is achieved through adaptive clustering, which
reduces the frequency and volume of data exchanges. Such efficiency makes FedAC particularly suitable for deployment in
resource-constrained environments. FedAC's rapid convergence is demonstrated in the '‘Convergence Rate' scatter plot, where
the algorithm achieves stability faster than its counterparts [7]. This is due to the hierarchical model update approach, which
efficiently integrates updates from cluster models into the global model, ensuring swift and stable convergence. Scalability,
essential for handling the increasing number of 10T devices in smart cities, is another strength of FedAC, as shown in the

Journal of Neonatal Surgery | Year: 2025 | Volume: 14 | Issue 5
pg. 120



Jaganraja V, R. Srinivasan

‘Scalability' line plot with markers. FedAC maintains high performance even as the network scales, making it a robust
solution for large-scale deployments [8]. The 'Privacy Preservation' horizontal bar chart demonstrates FedAC's superior
effectiveness in protecting sensitive data. By incorporating, FedAC safeguards that individual data contributions remain
confidential throughout the learning process.

The 'Resource Utilization' area plot underscores FedAC's efficient use of computational and memory resources, making it
an ideal choice for environments with limited capabilities. This balance between resource efficiency and high performance
is crucial for practical applications. Lastly, the 'Data Heterogeneity Handling' pie chart highlights FedAC's excellence in
managing diverse data distributions. Its adaptive clustering mechanism allows the algorithm to effectively handle
heterogeneous data, optimizing model training across various data sources and contexts [9]. Overall, the FedAC algorithm
demonstrates significant advancements in accuracy, communication efficiency, convergence speed, scalability, privacy
preservation, resource utilization, and data heterogeneity handling, positioning it as a leading solution for enhancing security
and functionality in loT-based smart city infrastructures.

3.1 Analysis and Evaluation of FedAC Algorithm

The 'Accuracy vs. Epochs' line plot, depicted in Figure 3.1, provides a comparative analysis of the accuracy achieved by the
FedAC Algorithm against other prominent federated learning algorithms, namely FedAvg, FedProx, and FedMA, across a
span of 10 training epochs. The plot clearly illustrates that the FedAC Algorithm consistently outperforms the other
algorithms in terms of accuracy. This superior performance can be attributed to the unique features of the FedAC Algorithm,
such as its adaptive clustering and hierarchical model update mechanisms [10].

These mechanisms allow FedAC to dynamically adjust the clustering of data points and efficiently update the model
hierarchy, ensuring more accurate and representative model training. As a result, the FedAC Algorithm is better equipped to
handle the heterogeneity and diversity of data sources in federated learning environments, leading to a more robust learning
process. Over the course of the 10 training epochs, the accuracy of the FedAC Algorithm shows a marked improvement,
highlighting its capability.

Accuracy vs. Epochs
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Figure 3.1 Accuracy Vs Epochs

The bar chart labeled as ‘Communication Overhead' in figure 3.2 displays the quantity of data that is sent between devices.
FedAC shows a significantly lower communication overhead compared to other algorithms, attributed to its adaptive
clustering, which reduces the frequency and volume of data exchanges [11]. This efficiency makes FedAC suitable for
resource-constrained environments.

The 'Convergence Rate' scatter plot demonstrates the speed at which each algorithm reaches a stable state as depicted in
figure 3.3. FedAC converges faster than the other algorithms, achieving stability earlier. This rapid convergence is due to
the hierarchical model update approach, which efficiently integrates updates from cluster models into the global model.
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Figure 3.3 Convergence Rate

The 'Scalability' line plot with markers evaluates the performance of the algorithms as the number of devices increases as
shown in figure 3.4. FedAC maintains high performance even as the number of devices scales up, highlighting its robust
scalability. This capability is essential for large-scale 10T deployments in smart cities.
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The 'Resource Utilization' area plot displays the computational and memory resources needed for each algorithm shown in
figure 3.5. FedAC exhibits optimal resource allocation, making it well-suited for implementation in settings with restricted

computational capacities. The area plot showcases the algorithm's capacity to effectively distribute resources while upholding
exceptional performance.
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Figure 3.5 Resource Utilization

The 'Real-Time Application Performance' line plot with different line styles compares the practical applicability of the
algorithms is depicted in figure 3.6. FedAC has superior performance, substantiating its efficacy in real-time situations such
as traffic control, energy optimization, and public safety surveillance [12]. This performance is achieved through the
algorithm's ability to quickly adapt and learn from real-time data.
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Figure 3.6 Real-Time Application Performance

4. EXPERIMENTAL RESULTS

The accuracy comparison among the different federated learning algorithms demonstrates the proposed FedAC Algorithm.
FedAC consistently achieved higher accuracy levels, surpassing the traditional methods such as FedAvg, FedProx, and
FedMA. This enhanced accuracy is primarily attributed to FedAC's adaptive clustering mechanism, which ensures that data
from diverse and distributed sources is effectively utilized. The hierarchical model update approach further refines the global
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model, incorporating localized knowledge from clusters, resulting in more accurate predictions [14] [15]. As observed,
FedAC achieved an accuracy of 99% in the final epochs, significantly higher than the other algorithms.

The investigation of communication overhead indicates that FedAC demonstrates high efficiency in terms of data
transmission between 10T devices and the central server. The adaptive clustering mechanism in FedAC reduces the need for
frequent data exchanges by aggregating local models within clusters before communicating with the central server. This
efficiency is critical in 10T environments where bandwidth and power consumption are constraints. The analysis shows that
FedAC had the lowest communication overhead, making it a suitable choice for resource-constrained smart city applications.

Privacy preservation is a crucial aspect of federated learning, especially in scenarios involving sensitive data. The privacy
loss evaluation indicates that FedAC provides robust privacy protection, outperforming other algorithms like FedAvg and
FedProx. The use of these advanced privacy-preserving methods results in minimal privacy loss, making FedAC a secure
choice for applications requiring stringent data protection measures [16]. The computational efficiency of an algorithm is
vital, particularly for deployment in real-world scenarios with limited computational resources. The resource utilization
analysis demonstrates that FedAC efficiently utilizes computational and memory resources. The adaptive clustering and
hierarchical model update approaches optimize the processing load, distributing it evenly across clusters and the central
server. This efficient resource usage ensures that FedAC can be deployed in environments with varying computational
capacities without compromising performance.

Scalability and robustness are critical for federated learning algorithms, particularly in large-scale deployments such as smart
cities. The scalability analysis shows that FedAC maintains high performance as the number of devices increases,
demonstrating its ability to scale effectively. The algorithm’s robustness is further highlighted by its capability to handle
heterogeneous data distributions, a common challenge in real-world applications. FedAC's adaptive clustering mechanism
dynamically adjusts to changes in data distribution, ensuring consistent performance across different scenarios. The
‘Accuracy Comparison for Real-Time Datasets' chart shown in figure 4.1 showcases the accuracy of the FedAC Algorithm
across different types of data: traffic flow, energy consumption, and public safety. The algorithm consistently achieves high
accuracy, demonstrating its capability to handle diverse real-time data effectively [17]. The accuracy for traffic data reached
94%, energy data 92%, and safety data 95% in the final epochs.

The 'Communication Overhead for Real-Time Datasets' chart depicted in figure 4.2 provides a detailed analysis of the data
transmitted during the processing of various real-time datasets, highlighting the efficiency of the FedAC Algorithm in
minimizing communication overhead. This efficiency is particularly important in real-time applications where bandwidth
and response times are critical. By reducing the amount of data that needs to be sent between devices and the central server,
FedAC not only conserves network resources but also accelerates the overall processing time. The chart illustrates a
consistent trend of decreasing data transmission requirements over time, with traffic data being the most optimized in terms
of minimal overhead [18]. This is likely due to the algorithm's ability to effectively aggregate and compress data, ensuring
that only essential information is communicated. This reduction in communication load is vital for maintaining high-
performance levels in smart city applications, where real-time data processing is essential for tasks like traffic management
and emergency response [19] [20].

The 'Privacy Preservation for Real-Time Datasets' chart, depicted in figure 4.3, assesses the level of privacy maintained by
the FedAC Algorithm across a range of datasets. This chart is crucial for understanding how well the algorithm protects
sensitive information while still enabling efficient data processing.
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Communication Overhead for Real-Time Datasets
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Figure 4.2 Communication Overhead for Real-Time Datasets

Privacy Preservation for Real-Time Datasets

0.980 e — i g d—-—- —_——— ——— h——— * —— —a
0.975
0.970
i)
e
=
g Traffic Data Privacy
> 0.965 -~ Energy Data Privacy
E —k- Safety Data Privacy
5
0.960
0.955
0.950F ®-——--- f====== B====== L H====== f=====s L H===== f===== s |
2 4 6 8 10
Epochs

Figure 4.3 Privacy Preservation for Real-Time Datasets

5. CONCLUSION AND FUTURE WORK

A new federated learning approach called the FedAC Algorithm has been created to improve the security of smart cities
based on the Internet of Things (IoT). Thorough examination demonstrates that FedAC is better to standard federated learning
approaches like FedAvg, FedProx, and FedMA. The algorithm constantly attains a high level of accuracy when applied to a
wide range of real-time datasets, such as traffic flow, energy consumption, and public safety data. This demonstrates its
capacity to adapt and remain strong when dealing with different types of data. The adaptive clustering approach developed
by FedAC effectively minimizes communication overhead, hence ensuring efficient data transfer between loT devices and
the central server. This is especially important in contexts with limited resources. In addition, the use of sophisticated
computation ensures strong safeguarding of confidential information, since privacy metrics demonstrate negligible
compromise of privacy.

The scalability and robustness of FedAC allow it to efficiently manage an increasing number of devices without
compromising performance, thanks to its dynamic re-clustering capability that adapts to changing data distributions. Lastly,
FedAC demonstrates efficient utilization of computational and memory resources, making it suitable for deployment in
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various loT-based applications with limited computational capacities. The potential area of exploration is the integration of
FedAC with emerging technologies such as blockchain and edge computing, which could enhance data security and
decentralization, thereby offering greater privacy and reliability. Real-world deployments in smart city projects would
provide valuable insights into its practical applications and challenges, with pilot projects focusing on areas like traffic
management, energy optimization, and public safety. Further optimization efforts could aim at reducing computational
complexity and improving scalability by exploring lightweight model architectures and more efficient clustering algorithms.
Additionally, investigating cross-domain learning within the FedAC framework could enhance the algorithm's ability to
leverage knowledge across different smart city domains, thereby improving overall model generalization and robustness. It
is also essential to consider user privacy and consent mechanisms, ensuring that data collection and processing comply with
ethical standards and legal requirements. Transparent and user-centric privacy controls could increase user trust and
participation in smart city initiatives. Overall, the FedAC Algorithm represents a significant advancement in federated
learning for loT-based smart city applications. Its innovative features, combined with robust privacy measures and efficient
resource utilization, position it as a leading solution for enhancing smart city security and operational efficiency. Further
research and practical implementation will be crucial to fully realize its potential and address emerging challenges in this
dynamic field.
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