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ABSTRACT 

Unless users use a cloud storage service for their sensitive data, the storage service is excellent. Once data is outsourced to 

the cloud, the cloud server has complete access to and control over the user's data. It can have the capacity to read and search 

user data. Emerging cyber threats to cloud storage include data loss, malicious modification, and privacy invasion. Fog 

server-based three-layer architecture for safe storage has just been introduced. According to the design, some data will be 

saved on the user's local system, in the cloud, and fog. A fraction of the data in the cloud and their unique hash method 

require additional processing and storage. An approach to cloud storage based on fog is used in this study. In that technique, 

data is divided into many blocks using the XOR operator, and these multiple blocks are then combined into two or three 

blocks. As a result, we increase the security of the fog server for a resilient fog-centric cloud computing architecture and we 

improve the cryptosystem to secure data without revealing any information from it using this technique. Data is protected 

from unauthorised access, modification, and deletion via the fog-centrioud storage system. 
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1. INTRODUCTION 

When using traditional cloud computing, customers can no longer physically protect their data once they have moved it to 

the cloud. A cloud service provider (CSP) can access, browse, or edit the data that is stored there. Additionally, due to a few 

technological issues, the CSP could unintentionally lose some data. Alternately, a hacker could compromise the user data's 

privacy. Confidentiality or integrity can be protected using some cryptographic processes (such as encryption, and hash 

chains). No matter how much the method is improved, internal attacks cannot be prevented by a cryptographic approach. 

Several research communities introduced the concept of fog computing, inserting fog devices between the user and the cloud 

server to safeguard data confidentiality, integrity, and availability (CIA). The suggested system is a fog computing-based 

secure cloud storage solution. To increase the secure data search's effectiveness in fog-based cloud services. Effective data 

usage services are difficult to provide because sensitive data from end users must be encrypted before being sent to the fog 

node to ensure data privacy. Searching for keywords within encrypted data files is one of the most crucial services. The 

proposed approach is the first ever to allow concealed queries, query isolation, controlled searching, and proved secrecy for 

encryption on encrypted data. The ability for cloud servers to calculate cryptic data without disclosing any information, and 

to enhance the security of fog servers for a solid fog-centric cloud computing infrastructure. The user's data is outsourced 

and the user node receives control of the data, which has the same security risks as cloud computing. First off, it is challenging 

to guarantee data integrity because lost or incorrectly updated data from outsourcing could occur. Second, unauthorised 

parties might utilise the uploaded data for their own purposes. In the context of cloud computing, an auditable data storage 

service has been suggested to counter these dangers and safeguard data. In order to offer integrity, secrecy, and verifiability 

for a cloud storage system that enables a client to examine its data stored on untrusted servers, techniques like homomorphic 

encryption and searchable encryption are coupled. 
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II. LITERATURE SURVEY 

 

[1] M A Manazir Ahsan et al.,  

They put forth a system that hides data using the novel approach of XOR-Combination. Additionally, Block management 

outsources the results of the XOR combination to thwart malicious re-entry and to provide improved data recovery in the 

event of a loss. In addition, we provide a technique based on the hash method to make alteration detection easier and more 

likely. 

[2] Rachna Arora et al.,  

According to the article, using the internet to access a collection of computing resources that are owned and maintained by 

a third party is known as cloud computing. It is a method of distributing computing resources based on long-established 

technologies like server virtualization and is not a new technology. 

[3] Raghul et al.,  

Virtualization is suggested as the key phrase for such enabling technology for cloud computing. Physical computer equipment 

can be systematically divided using the virtualization technique into one or more virtual peripherals, each of which can be 

used and controlled to carry out computing operations. The user can break down these issues into services that can be 

integrated to deliver a solution with the use of cloud computing, which has adopted the SOA description.  

[4] Zhihua Xia  

Introduces a method that enables CPIR over the encrypted photos without giving the cloud server access to sensitive data. 

The feature vectors, which are accurate representations of the related images, come first. Then, to improve search efficiency, 

the pre-filter tables are built using locality-sensitive hashing. Next, the secure K-nearest neighbour (KNN) technique protects 

the feature vector. 

[5] Cheng Guo et al.,  

Give an example of a multi-phrase ranked search over encrypted cloud data that allows dynamic updating actions like adding 

or removing files. To keep track of the placements of keywords and determine whether a phrase appeared, we employed an 

inverted index. In order to rank the results and safeguard the privacy of the relevance score, this index can efficiently search 

for keywords. 

 

III EXISTING SYSTEM 

 

3.1 Overview  

In conventional cloud computing, customers can no longer physically protect their data after outsourcing it to the cloud. A 

cloud service provider (CSP) can access, browse, or edit the data that is stored there. Additionally, due to a few technological 

issues, the CSP could unintentionally lose some data. Alternately, a hacker might compromise the user data's privacy. 

Confidentiality or integrity can be protected using some cryptographic processes (such as encryption, and hash chains). 

However, internal attacks cannot be stopped by cryptography methods. 

3.2 Limitations  

• Cloud computing has high latency when compared to fog computing.  

• It does not provide any reduction in data while sending or transforming data.  

• Cloud computing has less security compared to fog.  

• Mobility is limited and has few number of server. 

 

IV PROPOSED SYSTEM 

 

4.1 Overview  

We suggest a fog-based cloud storage system for data security, integrity, and availability in order to protect data. We suggest 

a technique known as Xor-combination that divides the data into various blocks, combines several blocks using the Xor 

operation, and outsources the resulting blocks to separate cloud/fog servers in order to ensure secrecy and availability (even 
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after destructive occurrences). In our project, we successfully accomplish two objectives: data privacy and data recovery in 

the event of data loss. We increase the security of both cloud and fog servers. 

 

4.2 Advantages  

• Fog computing has low latency compared to cloud computing.  

• It reduces the amount of data sent to cloud computing.  

• Fog computing has high security than cloud computing.  

• Mobility is a supporter and has a large number of server nodes.  

 

4.3 System Design  

A system architecture, sometimes known as a systems architecture, is the computational design that establishes a system's 

behaviour and/or organisational structure. A system's structural qualities are logically supported by an architecture 

description, which is a formal description of the system. It provides a roadmap from which items can be acquired and systems 

produced that will cooperate to accomplish the overall system, as well as a definition of the system components or building 

blocks. 

 

4.4 System Testing 

A crucial phase of every system development life cycle is system testing. The process of testing involves running software 

with the goal of identifying errors. It is impossible to overstate the value of software testing and its implications for software 

quality. Software testing serves as the final assessment of the specification, design, and coding and is a crucial component 

of software quality assurance. An excellent test case is one that has a decent chance of spotting an error that hasn't been found 

yet. Testing is done to look for mistakes. Testing is the process of looking for any flaws or weaknesses in a piece of work. It 

offers a means of examining the operation of parts, subassemblies, assemblies, and/or a finished product. It is the process of 

testing software to make sure that it satisfies user expectations and meets requirements without failing in an unacceptable 

way. Different test types exist. Every test type responds to a certain testing requirement. 

A collection of tasks that can be planned ahead of time and carried out methodically is testing. The various test circumstances 

should be carefully examined, and any faults found should be addressed. To demonstrate that the software is error-free, the 

user's testing methodologies are put to use. Testing the system's dependability, completeness, and maintainability can be 

done in a variety of methods to achieve this. 

 

V. SYSTEM IMPLEMENTATION 

The proposed method's implementation stage is when the theoretical concept is transformed into a functional system. As a 

result, it can be said to be the stage that will determine whether a new system is a success and whether its users have faith in 

its ability to function well. Careful planning, research into the current system and its implementation limitations, creation of 

techniques to effect changeover, and evaluation of changeover methods are all part of the implementation stage. 

 

5.1 Modules  

5.1.1 User Process  

a) New user registration  

As a new user, user have to register themselves to upload and retrieve their files from the cloud. Once the user has registered 

then they can login using their user name and password.  

b) View profile After registration user profile will be created. User can view and edit their profile if they need.  

c) Upload file  

When a user wants to upload their file into the cloud then the uploaded file option will come into the picture. When a user 

uploads their file one unique file key will be generated.  
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d) View uploaded file details  

Once user uploaded their files then they can view their uploaded files in the view upload file tab.  

5.1.2 Cloud process  

a) Cloud login  

In the cloud, user can login using their login credentials and view their profile details. They can also view their uploaded file 

details in the cloud.  

5.1.3 Fog process  

a) Lothe gin  

In the fog server, user can login using their login credentials. They can view the user details. If they uploaded any files then 

that will be visible in the view uploaded file details section.  

b) Block management  

Block management is the process of dividing user files into three equal blocks, Which will be seen in the block management 

section users can also view that in view block management details section.  

c) User file request  

If the user wants to retrieve their files then they have to send a request, with the use of a file key generated when uploading 

the file. Then the fog server views the user request, verifies, and sends the files if an authorized user is requesting the file. 

d) File download  

Once the fog server verification process is completed, then the user can download their files in the file download section. 

VI. PERFORMANCE METHODOLOGY AND RESULT 

 

The data protection mechanisms in place, like encryption, have not been successful in thwarting attempts at data theft. We 

suggest a fog-based cloud storage system for data confidentiality, integrity, and availability in the proposed, the data are 

safeguarded confidentially, and integrity. 

 

 
Figure 1: Performance analysis graph 

 

Due to a lack of robust cryptographic methods, the system security in the current system is quite low. Because critical data 

is outsourced to the cloud, where it can be attacked from the inside or the outside, the suggested approach is safer.Due to 
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several technical issues, the CSP may unintentionally lose data in the current system. In the suggested system, we employ a 

technique called XOR Combination to divide the data into many blocks. Utilize the XOR technique to combine numerous 

blocks, then distribute the resulting blocks to various cloud/fog servers. 

 

VII. CONCLUSION AND FUTURE ENHANCEMENT 

A secure solution for reliable cloud storage that is resistant to cyber threats should be based on a three-layer fog architecture. 

In this work, we put forth a plan that sends actual data in a twisted format to numerous cloud servers while carrying out 

preventive measures to a reliable fog server. We increased the effectiveness of the cloud storage service based on fog. In 

order to create a solid fog-centric cloud computing infrastructure, we strengthen the security of the fog server. It is feasible 

to further improve the efficacy of fog-based cloud storage services. A strong fog-centric cloud computing architecture can 

be built with better fog server security. It can be used to compute data that is secretive without revealing any of its contents. 
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