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ABSTRACT

Internet of Medical Things (IoMT) is one such realistic application of 10T in healthcare domain, which provides an
opportunity to evolve the existing healthcare system and provide better healthcare services and quality life to the patients. It
opens a way for the potential security attacks to the ongoing loMT communication where the adversaries can get unauthorised
access to the personal, confidential and sensitive health related information that can be utilised for malicious purposes. To
overcome security issues of loMT, various security protocols have been proposed and designed in the recent couple of years.
This paper discussed about healthcare analytics using 10T. The Internet of Medical Things (IloMT) refers to the network of
interconnected medical devices, sensors, and applications that transmit health data over the internet for improved healthcare
delivery.
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1. INTRODUCTION

Cybersecurity in healthcare is becoming increasingly important as healthcare organizations adopt more digital systems and
store sensitive patient information electronically. The healthcare industry is a prime target for cyberattacks because of the
sensitive and valuable nature of the data they possess [1]. This includes personal health information (PHI), financial
information, and other sensitive information that can be used for malicious purposes. To mitigate these risks, it is important
for healthcare organizations to implement strong security measures such as encryption, secure data storage, regular software
updates, employee training, and incident response plans [2].

2. CYBER ATTACKS HEALTH INFORMATION

Cyber-attacks on health information can have serious consequences, including theft of sensitive information, loss of trust in
healthcare organizations, and financial losses. Health information is a valuable target for cyber criminals because it can be
used for identity theft, fraud, and other illegal activities [3]. Additionally, many healthcare organizations store large amounts
of financial information, making them a prime target for cyber-attacks. To prevent these attacks, healthcare organizations
must implement strong security measures, such as encryption, secure data storage, regular software updates, employee
training, and incident response plans [4]. It is also important for individuals to protect their own health information by using
strong passwords, being cautious about sharing personal information online, and monitoring their financial accounts for
unusual activity [5].
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1.1 Cyber Attacks Health Sensitive Information

Cyberattacks on health sensitive information can have serious consequences, including theft of personal health information
(PHI), loss of trust in healthcare organizations, and financial losses. Health sensitive information is a valuable target for
cyber criminals because it can be used for identity theft, fraud, and other illegal activities [6]. Additionally, many healthcare
organizations store financial information, making them a prime target for cyberattacks. To prevent these attacks, healthcare
organizations must implement strong security measures, such as encryption, secure data storage, regular software updates,
employee training, and incident response plans. It is also important for individuals to protect their own health information
by using strong passwords, being cautious about sharing personal information online, and monitoring their financial accounts
for unusual activity [7].

The security of connected care devices and systems, such as the Internet of Medical Things (IoMT) and Internet of Things
(1oT) devices, is a crucial concern for healthcare organizations. This includes securing operational technology (OT) systems
and ensuring visibility of IT assets. Threat mitigation strategies aim to reduce the risk of security incidents and minimize
their impact if they occur. These strategies include implementing strong passwords and authentication protocols, using
encryption for sensitive data, conducting regular security assessments, and regularly updating software and firmware to
address known vulnerabilities. Additionally, organizations should have incident response plans in place to quickly respond
to security incidents and minimize their impact [8]. The below figure.1 shows the devices that are mainly responsible for
internet of medical things. These devices the way they are interconnected and the way they respond to each other and to the
external world is signified by this figure 1.
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Figure 1. Connected Devices of Internet of Medical Things

The Internet of Medical Things (IoMT) refers to the network of medical devices, such as wearable health monitors, smart
pills, and telehealth devices, that are connected to the internet and other networks. These devices gather and transmit health
data to healthcare providers, allowing for remote monitoring and treatment [9]. However, the use of IoMT devices also
introduces new security risks, as sensitive health information is being transmitted over the internet and stored in cloud-based
systems. To mitigate these risks, it's important to ensure that loMT devices are secure and that the data they transmit is
protected. This can be done through secure software design, regular security updates, encryption, and secure data storage
and transmission protocols. Additionally, healthcare organizations should regularly assess the security of their loMT systems
and implement incident response plans in the event of a security breach [10]. The figure 2. Shows the different forms of the
layers that are appearing within the internet of medical things. It also notifies the attacks that are appearing with respect to
the each of the layers.

The different forms of the attacks that are appearing within the IoT are physical attacks, network attacks, software attacks
and data attacks. These attacks are listed into different categories depending upon the respective layers. Cyber attacks mainly
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notify the risk which is an integrated version of vulnerabilities, threats along with the potential impact. It is also noticied that

the threat appearing is recognized to be a cyber-Attack that make use of the system vulnerabilities [11].
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Figure 2. 10T attacks based on each layer

The Internet and Internet of Things (1oT) are key contributors to growing security risks. As web applications expand, the
potential for data breaches intensifies. Vulnerabilities in certain plugins and add-ons can also provide entry points for
malware to compromise systems. Phishing techniques are evolving and becoming increasingly deceptive, making passwords
alone insufficient for securing sensitive information. The main threat actors behind these risks include cybercriminals, nation-
states, and hacktivists, each with their own motivations and methods [12]. From the figure 3 it can be noticed the things that
are responsible to create internet of medical things. Table 1 signifies the level of attacks for each of the layers within the
IoMT. These levels are categorized into different types as confidentiality, integrity and availability.
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Figure 3. Internet of Medical Things (IloMT)

Journal of Neonatal Surgery | Year: 2025 | Volume: 14 | Issue: 15s
pg. 1724



Dr. Shivanand Pujar, Dr. Savitha C K2, Prof. Rekha S, Dr. Dinesha H.A

Table 1. Attacks for Each loMT Layer

IoMT Layer Medical Things Attack type Confidentiality, Integrity, Availability
(CIA) type
Perception Wearable, Side channel C
Implantable,
Ambient, Tag Cloning C1
and
Stationary Tampering devices LA
Sensor Tracking C 1
Network Wearable, Eavesdropping C
Implantable, Replay Gl
Ambignt, Man-in-the-middle C 1
Stasignary Rogue access C
DoS A
Sinkhole C
Middleware All CSRF C
Session Hijacking Gl
XSS Gl
Application All SQL Injection CLA
Account Hijacking C
Ransomware A
Brute force C
Business All Information C
Disclosure
Deception 1
Disruption A

From the table.2 a real incident concerned to IoMT is being notified were each of the device like pacemaker and blood sugar
monitor is notified with the attacks like side-channel, tampering along with the network like 10 and 5 and the protocol prone
that is responsible. The overall count of heterogenous systems involved are mainly the 5 and 10 with repect to the pacemaker
and blood sugar monitor. The security of the devices is notified to be 10 and 5 involving the risk factor 8 and 6. Figure 4
clearle shows the pictorial representations of the side-channel and the tampering that is being caused by both of the loMT
devices. The blue-coloured line signifies side-channel for the pacemaker were as the yellow-coloured line signifies tampering
for the blood sugar monitor. From the figure 4 it is also clearly observed the CIA to be equivalent to 5 and 5 for both of the
devices.

Figure 5 illustrates the risk impact in relation to side-channel attacks and tampering. The risk associated with tampering is
considered minimal, whereas the risk impact from side-channel attacks is identified as significantly higher. The analysis of
the memory is recognized to be a promising technique which gives a comprehensive view concerned to the malware and also
it serves as the majority within the malware analysis. The contributions so for analysed are 1) providing an overview of
malware types and malware detection approaches (2) discussion of the current malware analysis techniques 3) study of
malware obfuscation 4) expoling the memory-based analysis [13].

Table 2. IoMT real incident

IoMT Attack Network Protocol Count of | Device CIA | Risk
device prone heterogeneous Security impact
systems involved

Side-

Pacemaker 10 10 5 10 5 8
channel

Blood

sugar Tampering 5 5 10 5 5 6

monitor
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Figure 4. loMT Real Incident
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Figure 5. Risk Impact
Table 3 outlines essential factors concerning device risk, including risk factor, likelihood, score, and overall risk level. These
factors are specifically associated with devices like pacemakers and blood sugar monitors. Figure 6 illustrates the
computational time for various devices, with devices plotted along the x-axis and computational time on the y-axis. Figures

7 and 8 offer insights into the accuracy and F1-score across different device types. Together, these figures provide a
comprehensive evaluation of the key parameters for each device.

Table 3 Risk Classification

IoMT Attack Past loT Sector | Device risk | Risk Risk | Risk

device attacks | layer factor likelihood | score | level

Pacemaker | 519" 10 10 |8 9 9 72 | High
channel

Blood

sugar Tampering 5 5 8 6 6 36 Medium

monitor
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Figure 6. Computation Time
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Figure 7. Accuracy
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Figure 8. F1-Score
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3. CONCLUSION

A critical analysis of the cyber-security risk assessment frameworks suitable for 10T systems is presented. Applications of
10T risk assessment frameworks in finance and healthcare sectors are discussed to demonstrate the maturity of the 10T risk
domain. The major part of the benefits of 10T risk assessment framework in finance and healthcare includes proactive threat
identification, compliance assurance, Data integrity and privacy protection, operational continuity and improved device
management. 10T risk considerations of these frameworks are explained along with their strengths, weakness, and focus
areas. A solid treatment of the loMT risk domain is included with the intention of bringing critical risk issues connected with
the loMT domain to the fore.
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