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ABSTRACT

The increasing use of virtual media has raised the authenticity of pictures shared online. This paper introduces a server-side
technique for detecting morphed images before uploading the post on social media. The proposed model employs a pre-
trained EfficientNetB3 version to analyse the images by extracting key capabilities such as unique Pixel value, Noise Pixel
value, edges to determine whether the image is authentic or morphed based on confidence scores if its high-confidence then
the morphed images are immediately blocked from being uploaded and the user gets a notification of warning for causing
an illegal attempt, while borderline cases detected then the images are quarantined for manual review to reduce false
positives. Only authentic images are approved for uploading after ensuring content legitimacy. This model also tests the
machine's accuracy and performance in showing how traditional photograph forensic methods is used in identifying minor
alterations and outcome indicates the strength of incorporating device learning into content material moderation. It also
reduces the distribution of manipulated or morphed images online. This method complements the credibility of digital content
and prevents illegal activities sharing on social media

Keyword: Morphed Image Detection, Server-Side Analysis, EfficientNetB3, Image Authentication, Digital Forensics,
Machine Learning, Automated Image Quarantine, Social Media Content Moderation, Illegal Content Prevention

1. INTRODUCTION

Verifying the accuracy of photographs posted online has become more difficult due to the growth of online photo editing
software. Such modified images are used to mislead audiences, alter data, and spread false information. Verification is
therefore crucial to maintaining the integrity of digital content, and this can be achieved most effectively by developing an
automated system that can identify altered images before they upload to online platforms. A pre-trained EfficientNetB3
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model would be included into any server-aspect methodology to examine real-time photographs taken before to being
uploaded directly into a social community. The extracted capabilities include those of the picture's edges, textures, and
colour schemes, which could determine whether or not an image was morphed. After then, it will notify the developer and
notify the customer of the halt in the import process to the social media network. The photo uploads successfully if it passes
the uniqueness test.

The proposed system improves image forensics using Machine Learning. credibility is successful towards fake-picture
manipulation. The chosen version, EfficientNetB3, allows for precise identification of transformed images with a
significantly low processing overhead because of its accuracy and optimized structure. The system uses a pipeline that
consists of categorization, feature extraction, and preprocessing of photographs. While function extraction finds exact
patterns that may indicate modifications, the preprocessing stage will enhance the image's quality. Finally, the class model
determines whether the image is authentic or altered
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Figure (1) Proposed System Overview Diagram

The proposed system's workflow is shown in Figure (1). When an image is imported via software, the server handles the
request and prepares the image for analysis. The accuracy of the photo is then confirmed by the previously trained version.
The end user receive an alert notification if the photo has been considered to be morphed, and it is forbidden from upload.
The photo has been successfully uploaded to the Social Media Application if no signs of alteration are seen. This approach
prevents modified images from reaching the hundreds and allows for the moderation of green content.

It incorporates system learning throughout the process of import to enable scalable and environmentally friendly image
alteration detection. Since this approach has minimized need on human moderators and enhanced performance and safety
in digital platforms, only genuine images may be distributed, making it impossible for digital alterations to achieve their
goals. In order show how this method can enhance content material moderation and maintain trust in online systems, this
study explores its implementation, efficiency, and accuracy.

2. SECURITY CONCERNS

It's far an essential thing as it can bring about the unacceptability of on-line structures if compromised. therefore, this machine
integrates a robust system gaining knowledge of version at a server stage, for this reason verifying the uploaded photographs
simplest at the same time as restraining the spread of fake or deceptive content material. moreover, using some pre-educated
fashions like EfficientNetB3, together with stronger safety, detects minimum adjustments that could otherwise pass
traditional forensic strategies.

Journal of Neonatal Surgery | Year: 2025 | Volume: 14 | Issue: 21s
pg. 44



Sheerin A, Karthik J, Santhosh P, Syed Ejaz Ahmed SI, Chandru A

To in addition reinforce safety, the gadget uses encrypted photo transmission in order that no tampering may be executed at
some point of add. The mechanism will notify the developers on every occasion a suspicious image is found, which might
permit them to research new manipulation strategies and update the model in response. Such an adaptive getting to know
method will preserve the machine up to date and resilient in opposition to new photo alteration methods. It also prevents any
unlawful changes of the detection algorithm, protective the system from capacity malicious exploitation.

Embedding the method of machine getting to know into importing gives an efficient and scalable device in detecting
manipulated pic. The proposed method makes positive best authentic pix are truely shared but prevents the dissemination of
digitally altered content material.

3. RELATED WORK

Morphed image detection is a fundamental issue nowadays due to the emergence of new deepfake technology and image
attacks. Some machine learning and deep learning approaches to address this issue have been explored in some research
papers. Deep learning models like Convolutional Neural Networks (CNNs), e.g., VGG16, ResNet-50, and EfficientNet, are
widely utilized to extract features and classify morphed images. Researchers have also combined hybrid models to achieve
better detection accuracy with multiple architectures. Other than that, studies emphasize the need for server-side processing
of Al to address bulk image verification efficiently. Quarantine and human verification-based solutions have been proposed
to reduce false positives without compromising security. Frequency domain analysis and forensic techniques have also been
attempted to detect deepfakes as support to Al-driven classification. Challenges still remain for real-time detection and
handling adversarial image manipulation. This study is grounded on previous research by integrating a hybrid deep learning
model with server-side quarantine and verification system for enhanced morphed image control.

1. Morphed Face Image Detection (Raghavendra et al., 2017)

The authors explore the threat of face morphing attacks, where images digitally are created to appear like multiple different
identities. They propose a deep learning-based classifier with a Convolutional Neural Network (CNN) to detect morphed
faces. Their method provide robust in real vs morphed images

Relevance:
Explains why automatic morphed image detection is needed.

Explain how you employed CNN architectures (ResNet-50, VGG16, EfficientNetB3) within your model. Highlights issues
in high-confidence detection (in the context of your confidence-based system for deletion).

2. Realistic Biometrics—Morphing Attack Detection (Damer et al., 2018)

This paper introduces a feature-based detection method to morphed images in biometric authentication systems. The
proposed method combines handcrafted features (HOG, LBP) and deep learning-based descriptors for the sake of enhancing
detection accuracy. The authors also test on real-world biometric databases.

Relevance:

e Demonstrates the advantage of hybrid feature extraction (e.g., your model using ResNet-50, VGG16, and
EfficientNetB3).

e  Offers an insight into real-world deployment, as per your server-based Al strategy.
3. Hybrid CNN-Based Fake Image Detection (Hussain et al., 2022)

The authors study a hybrid deep learning approach to fake image detection on social media. They ensemble ResNet and
VGG16 with CNN feature fusion and classifier ensembling for the purpose of accuracy. The model detects real vs fake
images with high confidence.

Relevance:

e  Strongly supports your hybrid model approach (ResNet-50, VGG16, EfficientNetB3).

o  Ensures the quarantine and removal process based on trust in your system.

e |t demonstrates the need to employ a set of multiple CNN architectures for the detection of morphed images.
4. EfficientNet: Rethinking Model Scaling for CNNs - Tan & Le, 2019

Tan and Le (2019) introduce EfficientNet, a new CNN architecture which improves image classification performance with
lower computation. EfficientNet is distinct from the regular CNNs which scale depth, width, or resolution separately.
EfficientNet uses compound scaling, scaling all three factors simultaneously, to obtain greater accuracy using significantly
fewer parameters. Your project makes EfficientNetB3 work with better feature extraction from images with maximum
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efficiency. Since your model is deployed on a server-based Al platform, EfficientNetB3 yields efficient, precise morphed
image identification with high throughput. Your choice of EfficientNetB3 over older models like VGG16 or ResNet-50 is
validated by this study in favour of its efficiency for real-time image processing at large scales.

5. Deep Residual Learning for Image Recognition - He et al., 2016

He et al.'s (2016) work introduces ResNet (Residual Networks), a new deep learning network that addresses the issue of
training extremely deep neural networks. Deep CNNs have long been plagued by vanishing gradient issues, and it is difficult
to optimize deeper layers. ResNet makes this possible using residual connections (skip connections) which enable the flow
of gradients between layers without degradation. Through this innovation, the training of very deep networks like ResNet-
50 and ResNet-101 to very high accuracy levels for image classification is made possible. Your project utilizes ResNet-50
in feature extraction with the benefit of identifying fine-grained details in morphed images. While morphing will create tiny
pixel-level changes, the hierarchical deep learning process of ResNet makes such identification better. The residual
connections improve the model accuracy and training performance. ResNet-50 is thus an appropriate selection for your
server-side Al model in identifying morphed images.

6. Very Deep Convolutional Networks for Large-Scale Image Recognition (VGGNet) (Simonyan & Zisserman, 2014)

This work introduces VGGNet, a deep architecture of CNN designed specifically to deal with the use of small 3x3
convolutional filters to obtain hierarchical features. VGGNet achieves better classification with growing depth and consistent
filter sizes. Though computationally costly, it continues to be practical in contemporary architectures for deep learning.
VGGNet is a baseline in your research, proving that EfficientNetB3 and ResNet-50 are computationally more efficient and
more accurate in detection than previous architectures for morphed images.

4. TARGET IDENTITY ATTACKS

By integrating adversarial perturbations into the real candidate's (source image) facial photograph, a target identity assault
creates a modified image that replicates the real candidate while producing the imposter's (target image) identity features.
When training the model these are the candidate, the altered photo is submitted. As a result, the impostor can pose as the
real candidate and trick an automatic facial recognition system.

Original B

Morphed

5. METHODOLOGY
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Automated Morphed Image Quarantine and Developer Investigation system methodology employs an organized method that
involves deep learning-based detection and human verification procedures to identify manipulated images with accuracy.
Optimized real-time image processing capability, the system supports image processing in a server-based environment,
processes high-capacity image uploading safely and at high speed. This is a robust pipeline for content moderation that
encompasses image preprocessing, feature extraction, classification, quarantine management, and developer intervention.
This system uses modern convolutional neural networks, namely ResNet-50, VGG16, and EfficientNetB3, for improved
accuracy in detecting morphed images. Each stage of the methodology is optimized to generate minimal false positives and
optimal resource usage. Optimized for high-security, high-volume environments like social media platforms, cloud storage
services, and secure government databases, where detection of manipulated images is of utmost importance. Al-driven
automation and human verification provide the assurance that the system can effectively differentiate between true and forged
images. Server-based architecture deployment does not allow tampering, provides the best computational efficiency, and
facilitates seamless integration into current digital environments. The approach delivers a scalable, adaptive, and accurate
solution to the detection and counter of morphed images.

1. Image Acquisition and Preprocessing

The initial process of the system is image acquisition, where images are uploaded by the users via an image upload API
incorporated with social media sites or content management systems that are secure. The system handles singular image
uploads and bulk uploading when there's a large-scale digital forensic analysis. The image, after being received, is pre-
processed to enhance the model's capacity for detecting slight manipulations. Preprocessing involves resizing, noise removal,
normalization, and enhancement methods to normalize input data. Resizing guarantees that all images are of the same
dimension so that batch processing can be efficient. Different noise suppression methods like Gaussian filtering or median
blurring assist in eliminating unwanted distortions that could interfere with feature extraction. Normalization puts pixel
values in a normalized range, enhancing convolutional neural networks' (CNN) performance by saving computing resources
and guaranteeing that the model acts in a similar way over different input images. Histogram equalization can also be used
to enhance contrast in images, making manipulated areas more separable. Preprocessing is critical in the elimination of
artifacts that can lead to misclassification, ensuring that the system functions with high accuracy and efficiency. Processed
images are then sent to the feature extraction module, where deep models analyze pixel-level manipulations as well as
structural discrepancies.

2. Feature Extraction Using Deep Learning Models

The feature extraction module is very richly designed to extract better embedded patterns and abnormalities in images of
morphing and tampering evidence. Aiming at this, the system implements a hybrid deep learning architecture. so to say, by
deriving inspiration from the best of ResNet-50, VGG16, and EfficientNetB3-for feature extraction with utmost accuracy.
ResNet-50, the deep residual learning architecture, learns fine-grained visual features without encountering vanishing
gradient problems, allowing the system to learn deep hierarchies of how images are structured. VGG16 is a popular CNN
that is learning particular textures and edges, which play an important role in detecting inconsistencies due to face morphing
or deepfake methods. So, EfficientNetB3 is joined to enhance the trade-off between model performance and computational
cost in order to allow the system to be able to process images in real-time without overdrawing resources. It will be fed to a
classification model on the derived feature maps that will give confidence scores in making the final decision on whether the
image is original or manipulated. The multi-level deep learning approach enhances the system's sensitivity to recognize
subtle artifacts, such as boundary inconsistencies, unnatural lighting transitions, and facial distortions, that are characteristic
of morphed images. Having multiple architectures provides more detection accuracy with fewer false positives and false
negatives.

3. Image Classification through Morphing

Subsequent to feature extraction, the system proceeds to categorization of images with EfficientNetB3 as the main
classification model. The classification involves the association of confidence scores or likelihood of being morphed on an
image. If a classification model marks an image as having undergone manipulation with 100% certainty, the image is flagged
and automatically disconnected from the system and hence its circulation. If the markable confidence level is 50% and less
than 99%, the image is subjected to the quarantine module for further action processing [16]. It is to ensure that images with
confusing classifications would be affected by manual verification before adjourning or approving them. Those beneath the
50% probability threshold are considered authentic and automatically cleared for uploading. The classification is done
through softmax-and-threshold-based mechanisms to gain a higher level of precision and recall. Added to that, adversarial
training strategies are also integrated, which improves the robustness to advanced morphing methods. This becomes critical
in making sure that real images are not marked as malicious, but the manipulated material is effectively identified and
quarantined. EfficientNetB3 achieves an even more enhanced performance using compound scaling by enabling the model
to change its dynamic depth, width, and resolution. This way, by applying this classification, the system gets through the
correct balancing between accuracy and computational time.
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4. Quarantine and Developer Investigation

The quarantine has a purpose, which is to minimize false positives as well as false negatives false marking content. If an
image is flagged as potentially morphed (morphed from 50% to 99% probability), it will automatically be quarantined. An
image will then be reviewed by a forensic examiner or human moderator to verify the image's manipulation. The quarantine
system keeps an extensive record of suspicious images along with metadata, such as upload time, user information, and
confidence of classification. All these help forensic teams trace suspicious activity and monitor real-time potential threats.
The verification process is performed manually by comparing the suspicious image against known reference sets and further
forensic analyzing methods such as error level analysis (ELA), deepfake detection algorithms, and Al facial recognition.
Once the reviewer verifies the completely morphed image, that specific image will be destroyed completely in the system.
Otherwise, it will be made publicly available. This hybrid human-Al approach effectively siphons high-risk manipulations
while letting through a very low number of false alarms. Furthermore, incidents reported are then made known to the
development team to retrain and refine the classification model by new morphing techniques, thus continuously improving
detection accuracy of the system.

5. Deployment in a Safe Server Environment

The system is server-based for scaling, performance, and security to allow high throughput on the image analysis
applications. Such a server infrastructure employs cloud-based Al models for conducting real-time analysis on massive data
with extremely low latency and maximum availability. The backend server uses GPU processing units that work with deep-
learning inference efficiently. The system continuously employs secure APIs and encryption methods to stop unauthorized
access and protect data privacy. Containerized deployment strategies (Docker and Kubernetes) are also used to dynamically
scale the system based on demand for a huge throughput. Server-based deployment offers continuous training and updating
of models, which will help adapt the detection system in the views of evolving threats. Besides, server architecture provides
logging capabilities and forensic tracking for compliance and accountability. This methodology represents an advanced
solution to deal with morphed image threats in real-world digital environments by securing, scaling, and enabling Al-based
detection.
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Figure (2) Automated Morphed Image Detection and removal in Server Environments (Application)

6. METHODOLOGY OVERVIEW

The Automated Morphed Image Quarantine and Developer Investigation system is an Al driven server-based framework to
detect, quarantine, and investigate morphed images in real time. The system integrates deep learning architectures (ResNet-
50, VGG16, and EfficientNetB3) for feature extraction and classification, allowing the precise identification of manipulated
images. The system uses a hybrid Al-human validation approach to allow detection through Al while some cases would
require manual reviews. The system was implemented in a secured server environment with a high processing volume; thus,
it can be used in social media platforms, cloud storage services, and digital forensic investigations.

The system adheres to a clearly defined pipeline and consists of:

e Image Acquisition and Preprocessing-Images uploaded get resized, noise-reduced, and normalized for feature
enhancement.

e Feature Extraction Using Deep Learning Models-Using CNN architecture allows extraction of fine details of an
image to detect morphing-induced anomalies.

e Morphed image classification-Images are sorted based on confidence score, allowing high-confidence
manipulations to be removed immediately and forwarding uncertain cases into quarantine.

e Quarantine and Developer Investigation-Most flagged images are verified manually by moderators, who would also
use adversarial training techniques to refine the Al model.

e  Secure server deployment-Deployment will allow for the running of apps on cloud-based architecture using GPU-
accelerated throughput, supporting a highly scalable and real-time image analysis.

This comprehensive approach guarantees high accuracy, with very few false positives, and is capable of evolving with image
manipulation techniques, thereby providing a solid solution for automated fake content detection and prevention.

7. KEY FEATURES OF THE METHODOLOGY OVERVIEW

Designed with many cutting-edge features, the Automated Morphed Image Quarantine and Developer Investigation system
is capable of detecting morph images with very high accuracy.

The features include:
1.Morph Image Detection Based on Al

This application incorporates a set of classification models, deep learning-based feature extraction-resnet-50, VGG16, and
EfficientNetB3-for an efficient analysis of images and detection of distortions, blending artifacts, and inconsistencies deemed
morphed. As several architectures acted, this changed detection specificity and robustness against stealthy modification.

2.Real-Time Processing and Quarantine
The system is designed for real-time operation; thus, any morph image is reported and acted upon without delay. Depending
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on the levels of classification confidence:

. 100% confidence (immediate removed)
. 50% - 99% confidence (sent to quarantine for manual verification)
. Below 50% confidence (allowed for upload)

3. Human-Al Hybrid Review Model

Another key aspect of borderline solution is manually verifying cases. For example developers or moderators reviewing
quarantined images will enable Al detection of artificial intelligence by evaluating it more closely. This also brings
automation and human reasoning to bear creating a hybrid model which essentially functions in the best interests of both
worlds.

4. Security and Scalability Server Deployment

At this juncture, really high security with high processing speeds-they will surely abide by the scale, giving them a regular
fit for social media applications and content-sharing networks or forensic applications. The system is deployed on cloud-
based servers with GPUS accelerating their performance to derive a parallel processing of large streams of images.

5. Adaptive Learning: Varnished Model Updates

The system is made to learn continuously from new morphing techniques and adversarial attacks. It will utilize adversarial
training and fine model tuning so as to be able to adapt to an evolving threat, the detection capability is assured to stay intact
even as the methods get more sophisticated.

6. API Integration in Social Media and Social Security Platforms is Trouble Free. Helpful interfaces and support are
provided for ease of integration with social media platforms

The system has a built-in RESTful API that will allow it to be integrated with social media platforms, cloud storage services
and forensic applications. Thus external systems will automatically filter and verify uploaded images at the time of upload
preventing the possible viral spread of manipulated content.

8. METHODOLOGY FLOWCHART

The flowchart Figure (3) elucidates the detailed endpoint representation of the morphed image quarantine and investigation
process of developers. The blueprint clearly outlines the workflow of image processing, the classification process involved,
as well as verification by Al and manual tracing in identifying and offering resolutions to morphed images.

1. Image Upload through a Social Media User Interface

e The users upload their images through a social media service or any interconnected platform.

e The Image Upload API will receive the uploaded image and handle the processing of the incoming request.
2. Preprocessing Stage

e This image may be resized, noise-reduced, and normalized to allow model input.

e This particular stage helps ensure that the processing uses the correct sizes of images and eliminates some degree
of distortion arising from other factors affecting classification.

3. Continuing from Feature Extraction
e The essential features are taken from the image by deep learning models.

e The architectures, ResNet-50, VGG16, and EfficientNetB3 modeling, will check for patterns, textures, and
irregularities in the images.

4. Classification Using EfficientNetB3
e The extracted features are passed to a local classifier (EfficientNetB3) for morph detection.
e The system also assigns confidence scores that indicate the likelihood of an image being morphed.
e Decision Thresholds:
a. Confidence of 100%-Image is removed at once.
b. Confidence in the range of 50-99%-Image is taken to quarantine for manual inspection.
c. Confidence of less than 50%-Image proceeds to upload without interventions.
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5. Quarantine and Manual Verification

e Images are placed in quarantine storage in cases where it is unclear (with a confidence score of 50%-99%).

e The developer or forensic analyst then inspects these images manually.

e It can then be taken down once confirmed by manual investigations that it was morphed, or else allowed for upload.

6. Final Decision and Upload
e If an image passes verification, it allows for upload back to the platform.
e Itisthen noted to be morphed and permanently deleted from the system.
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Figure (3): Automated Morphed Image Detection and Quarantine Flowchart

9. METHODOLOGY ARCHITECTURE
The Figure (4) system design which includes the following components:

1. Ul in Social Media, A Ul with which users display images on an online interface.
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Image Upload API, Send image uploaded to the processing module.

Image Preprocessing, Prepare an image through resizing, noise reduction, and normalization.
Feature Extraction: Determines the salient characteristics of the image using deep learning.
Classifying by EfficientNetB3: Checks for morphing depending on confidence scores.

o g s~ w

Decision Module:
a. 100% - the image is removed.
b. 50%-100% - the image is quarantined for review.
c. Under 50% - the image is uploaded.
In the quarantine module, flagged images are stored up until manual verification has occurred.
Confirmation of the classifier being either a morphed or genuine image.
Final Decision:
a. Morphed Image - Delete
b. Genuine Image — Upload

Social media Image Upload
Ul API
Image Processing
. Resize » Feature Extract
« Noise Reduction
» Normalize
y
' R R ¥
l Image (_Zlass_lﬁcahon
Removed ] EfficientNetB3 (Local)
+ Accuracy 100%, It removed
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Quarantine
Image « Accuracy <50 to =0, It Uploaded
Uploaded L )
X
¥
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b
s - ;
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« If100% Morphed Image Removed
+ Else Image Uploaded
.

Figure (4) Methodology Architecture for Automated Morphed Image Detection

10. TRAINING PERFORMANCE ANALYSIS

Journal of Neonatal Surgery | Year: 2025 | Volume: 14 | Issue: 21s

pg. 53




Sheerin A, Karthik J, Santhosh P, Syed Ejaz Ahmed SI, Chandru A

Training History - Phase 1

~—— Train Accuracy (Phase 1)
0.9 1 Validation Accuracy (Phase 1)
~— Train Loss (Phase 1)
0.8 { —— Validation Loss (Phase 1)
0.7
"
o
2 0.6
0.5 A
0.4 1

4
.
.
-
B

Epochs
#ED PQE

Figure (5) Training History Phase-1

Table 1: Training and Validation Metrics Across Epochs

Epoch Train Accuracy | Validation Accuracy Train Loss Validation loss
1 0.5000 0.5000 0.6951 0.6952
2 0.6667 0.5000 0.5757 0.6952
3 0.6667 0.5000 0.5730 0.6900
4 0.7500 0.5000 0.5601 0.6850
5 0.8333 0.5000 0.5500 0.6805
6 0.9167 0.5000 0.5400 0.6780

The Figure 5 trained graph show the model learning progress using efficientnetb3 for morphing photograph identification.
Train and validation are referred to by the accuracy curve. The loss curve shows how much error is minimized during
training, while it shows how the model generalized. As epochs go by, the weight of the photography adjustment causes the
loss of accuracy. It verifies accuracy and enhances performance by adjusting hyperparameters like batch size and dropout.
The Table 1 show the digital value of the graph.

11. CONCLUSION

The Automated Morphed Image Quarantine and Developer Investigation system provides an integrated approach able to
detect and manage morphed images in server-based environments with efficiency, scalability, and accuracy. The introduction
of ResNet-50, VGG16, and EfficientNetB3 has increased the reference systems' performance in terms of accuracy,
processing speed, and adaptability to evolving manipulation techniques.

A major contribution of this research is the hybrid Al-human validation framework to allow the easy removal of good cases
and quarantined instances for human verification through manual confirmation. This helps to significantly reduce false
positives and false negatives and makes this system trustworthy for real-world applications such as social media moderation,
cybersecurity, and forensic investigations.

The system was designed to scale and be cloud-deployable in that it could integrate with high-volume platforms while
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maintaining speed with real-time processing. Moreover, adversarial training and continuous model updates further bolster
its capability to detect new advanced morphing techniques
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